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Register Research Panel: Application form
Applicants who are interested in accessing personal data from the HFEA Register for research purposes are advised to read the HFEA data research webpage carefully and contact via the Register Research Panel (RRP) new research project enquiry form to discuss the feasibility of any planned project before completing this application and seeking any approvals from external bodies.
The Human Fertilisation and Embryology (Disclosure of Information for Research Purposes) Regulations 2010 (2010 Regulations) requires a written application which contains the mandatory information specified in this form by an Asterisk (*), for your application to be submitted to the RRP. However, there is further supplementary information requested in this form which is both important and necessary for the RRP to reach a decision. Incomplete applications or applications missing evidence will not be sent to the RRP. If information provided in the application is unclear or limited, it is likely that the Panel will adjourn until the information is provided, and if it is not provided within 56 days the RRP will refuse to grant authorisation of the research application.
In order to ensure RRP approved research projects meet the requirements of the 2010 Regulations and UK GDPR, all applications are rigorously reviewed with special attention to the followings: 
a) all processing will be lawful, fair and transparent;
b) all processing will be for legitimate purpose(s) and the data will not be processed in a manner that is incompatible with those purposes;
c) the purpose(s) for processing the data is in the public interest or the interest of improving patient care;
d) the personal data requested are necessary for the purpose of the research project; 
e) all processing will be conducted within safe settings to protect the data from unlawful or unauthorised processing, access, loss, destruction or damage; and 
f) compliance with good standards of ethical and research integrity
If approved, we will publish details of the project on our website and details given will be used to review your application for data from us and will form part of the data sharing contract.



1. Applicant and organisation information
	1.1 Applicant information. (This is the person designated as taking overall responsibility (Chief Investigator; CI) within the team of researchers for the design, conduct and reporting of the study. The named CI must be employed by the Research Establishment based in the United Kingdom. The data must be held at the Research Establishment or contracted Third Party within the UK.

	1.1.1 First name*: 
	Click or tap here to enter text.


	1.1.2 Surname*:
	Click or tap here to enter text.

	1.1.3 Job title*:
	Click or tap here to enter text.
	1.1.4 Qualifications*:
	Please attach a CV for the CI. This should be in summary form, with only information relevant to the current application, and must include relevant qualifications*. The length should be a maximum of 2 pages of A4 and should be signed and dated before it is submitted.

	1.1.5 List any conflicts of interest:
	Click or tap here to enter text.
	1.1.6 Email address*:
	Click or tap here to enter text.
	1.1.7 Telephone number*:
	Click or tap here to enter text.
	1.2 Research group information

	1.2.1 List all individuals who may have access to the dataset: (please include job title, email address, organisation name and organisation address) 
	Click or tap here to enter text.
	1.2.2 Information Governance training 
	☐  I ensure all staff accessing the data will complete up-to-date professional training or education on the topic of Information Governance, including the UK GDPR.

	1.2.3 Name, reference number(s), start and end dates of current or anticipated funding body/bodies:
	Click or tap here to enter text.
	1.3 Applicant’s organisation

	1.3.1 Organisation name*:
	Click or tap here to enter text.
	1.3.2 Organisation department
	Click or tap here to enter text.
	1.3.3 Registered organisation address*:
	Click or tap here to enter text.
	1.3.4 Address of premises where data will be held*: (if different than registered organisation address)
	Click or tap here to enter text.
	1.3.5 Organisation type:
	Academic institution (UK)
	☐
	
	Commercial 
	☐
	
	Government agency 
	☐
	
	Other (please specify): Click or tap here to enter text.



2. Project information
	Project information

	2.1 Project title*:
	Click or tap here to enter text.


	2.2 Provide a summary of the project in lay terms to be published on the HFEA website: (300 words max)
	Click or tap here to enter text.
	2.3 Describe the overall aim(s) and objectives of the project (200 words max):
	Click or tap here to enter text.
	2.4 Explain the rationale for why this project is needed, including citing evidence which supports the need for this work (500 words max, excluding reference):
	Click or tap here to enter text.
	2.5 Explain the methods you will use in your project, such as how you will analyse the data and how you will draw conclusions*. (Where the project involves data linkage, the instruction of data processors, profiling and/or automated decision making, this must be described.) (500 words max): 
	Click or tap here to enter text.
	2.6 Describe any limitations of the study design, data sources and analytic methods, including issues relating to confounding, bias, generalisability and random error. 
Describe the steps that will be taken to avoid, minimise and compensate for these limitations.
	Click or tap here to enter text.
	2.7 Explain how your research group and collaborators are well qualified to conduct this research:
	Click or tap here to enter text.
	2.8 Describe how this research is in the public interest or in the interests of improving patient care, and what the anticipated benefits to the public are. 
	Click or tap here to enter text.

	2.9 Specify any intended outputs of the research:
	Click or tap here to enter text.
	2.10 Does this project involve patient contact (directly or indirectly through a clinical team/service provider)? If yes, please provide details.
	Click or tap here to enter text.

☐ I have enclosed copies of the materials to be used by the project in the contact exercise.

	2.11 Estimated project start date* (Please note data is released within 90 days of receiving payment for the dataset). 
	Click or tap here to enter text.
	2.12 Estimated project duration (months)* (Please note authorisation commences from the date a full approval is granted; maximum of 5 years):
	Click or tap here to enter text.
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3. Data specification
	3.1 Data

	3.1.1 Classification of data requested*


	The data is stripped of direct identifiers but contains fields which could be used to indirectly identify an individual through combinations of information, either by the people handling the data or by those who see published results (eg, ethnicity, sex, month and year of birth, admission dates, geographies or other personal characteristic).
	De-personalised 
	☐
	The data request includes direct identifiers (eg, name, address, NHS number, date of birth), free text or is coded (pseudonymised), but would be directly identifiable in the hands of the data recipient (such a cipher that links the study specific number or code back to the real world identifiers, like a medical record number for a hospital). To access identifiable data, the applicant(s) must demonstrate processing would be lawful, fair and transparent (see Section 5). 
	Personally identifiable 
	☐
	3.1.2 Explain why a lower level of patient identifiability would be insufficient for your research purposes*:
	Click or tap here to enter text.
	3.1.3 Time period required for dataset*: (please note we can only supply data two calendar years in arear to ensure data validation is complete):
	Click or tap here to enter text.
	3.1.4 Data specification*:
	Please attach a completed data specification sheet. Please ensure that all inclusion and exclusion criteria and justification are indicated for each data field. Please also ensure all requested banding and/or pseudo-anonymisation are detailed in the data specification sheet.
Please see further information in the data specification sheet. 

	3.1.5 Data already held for this project/purpose: 

Please include the dataset name, classification of the data (eg, patient identifiable), the legal basis for processing, and the time period.
	Click or tap here to enter text.
	3.1.6 Please select and complete the most appropriate option for your project regarding the HFEA data retention period. 



	☐ 
	The HFEA retaining records for my application and project for five years from the date of data transfer is satisfactory.

	
	☐ 
	I require the HFEA to retain records of my application and project for longer than five years from the date of data transfer. 

Length of HFEA retention required (years): Click or tap here to enter text.
Reason for extended retention: Click or tap here to enter text.

	3.1.7 Will any other data be processed for this project? If yes, provide the data controller name, dataset name, level of identifiability of the data, the legal basis for processing (where applicable), and details on how you will obtain the data.
	Click or tap here to enter text.

[bookmark: _Hlk9328113]
4. Section 251 exemption (if applicable)
Section 251 exemptions may be required by external organisations if HFEA data is part of a data linkage. It is not required by the HFEA to obtain data for research projects.
	[bookmark: _Hlk9327969]4.1 Legal gateway (common law duty of confidentiality)

	Section 251 exemption
	☐	Please select the organisation authorising the Section 251 exemption (this will be based on the country in which the research is taking place):

☐   Confidentiality Advisory Group (England and Wales)

☐   Public Benefit and Privacy Panel for Health (Scotland) 

☐   Privacy Advisory Committee (Northern Ireland)

Reference number: Click or tap here to enter text.    
IRAS ID : Click or tap here to enter text.

Date of approval:  Click or tap here to enter text.

Date of next renewal:  Click or tap here to enter text.

Please enclose all letters documenting that Section 251 support has been granted and remains extant, sent to you by the authority approving the S251 exemption for this project.

☐   I have enclosed a copy of the S251 approval, approved amendments and any renewal letters.

Where an exemption is in place for a contact exercise, enclose all copies of patient, public or health service facing materials to be used.

☐   I have enclosed a copy of any materials used to inform the data subject that their data will be processed without consent (including web-based content).




5. Legal gateway (data protection) 
As controllers under the General Data Protection Regulation (GDPR), data recipients that process personal data must establish and publish the lawful basis that they are relying on for processing personal data.
The GDPR sets out conditions for lawful processing of personal data (Article 6), and further conditions for processing special categories of personal data (Article 9). As personal data concerning health is one of these special categories, data recipients requesting to process such data must be able to demonstrate that they have met a condition in both Article 6 and Article 9 of the Regulation. 

	[bookmark: _Hlk9330828]5.1 Legal gateway* (data protection)

	5.1.1 Article 6 condition*
	☐ (e) Public task
☐ (f) Legitimate interests
☐ Other, specify


	5.1.2 Article 9 condition*
	☐ 2(g) Substantial public interest
☐ 2(h): Preventative or occupational medicine
☐ 2(i): Public interest in the area of public health
☐ 2(j) Public interest, scientific or historical research 
☐ Other, specify


	5.1.3 Provide justification for the selection of the lawful basis and condition(s) above. 
	



6. Ethics approval for research
Mandatory for all research projects where the request is to process de-personalised or personally identifiable data.
	6.1 HRA Research Ethics Service approval*

	6.1.1 Has ethics approval been obtained and from whom?* (the Research Ethics Committee must be recognised or established by or on behalf of the Health Research Authority, under the Care Act 2014)
	Research Ethics Committee (REC) name: Click or tap here to enter text.

	
	REC reference number: Click or tap here to enter text. 
IRAS ID: Click or tap here to enter text.
☐   I have enclosed a copy of the final REC approval letter and letters documenting any REC-approved amendments 



7. Organisation’s information governance, data management and security assurances
The applicant must ensure anyone who has access to the data understands their responsibilities for confidentiality, data protection and information security and is left in no doubt about the consequences of misconduct. The applicant must certify the following organisational information governance requirements have been met.
	7.1 Fair processing assurances
Unless exempt, demonstrate that your organisation has complied with its responsibility under the Data Protection Regulations 2018 to share specified information and pay a fee to Information Commissioner’s Office (ICO)

	7.1.1 ICO registration (code and register organisation name):	
	[Provide the organisation code and name (as registered)]
Click or tap here to enter text.

	7.1.2 ICO registration expiration date:
	Click or tap here to enter text.
	7.1.3 Name and contact details for your organisation’s Data Protection Officer:
	Click or tap here to enter text.
	7.2 Security assurance (provide one or more of 7.3.1/7.3.2/7.3.3, and 7.3.4 is mandatory)*
Demonstrate that your organisation has appropriate organisational physical and technical measures in place that protect the availability, usability, consistency, integrity and security of the data requested.  (provide one or more of 7.2.1/7.2.2/7.2.3, and 7.2.4 is mandatory)*

	7.2.1 Data Security and Protection Toolkit (DSP Toolkit)
	☐	Organisation code: 
Click or tap here to enter text.

Toolkit score:
Click or tap here to enter text.

Version completed: 
Click or tap here to enter text.


	7.2.2 ISO 27001
	☐	(Enclose a copy of the certificate)
Certificate number: 
Click or tap here to enter text.

Issue date: 
Click or tap here to enter text.

Current expiry date: 
Click or tap here to enter text.


	7.2.3 System level security policy (SLSP)
	☐	(Enclose a completed system level security policy for HFEA review)

	7.2.4 Please provide a description of the security arrangements in place, particularly with respect to de-personalised or patient identifiable information *:
	Click or tap here to enter text.
	7.2.5 Provide a description of how the data will be processed through its lifecycle, up to and including destruction. This must include a description of any the systems, processes and other operations that will be used when the data is in transit, is stored (including persistent storage) or destroyed. You must also clearly document any transfers of data between collaborators and/or data processors acting under instruction.	Comment by Amanda Evans: Is this referring to us transferring the initial data to them? If so, should we just stipulate the program we use and if it is not suitable then they need to detail their requirements?	Comment by Kazuyo Machiyama: For example for Gaia - the data must have passed (in transit) through the staff’s PC, from our email to the Amazon cloud service, unlike Tom Clemens data which went straight from us to the data haven. 

This might be a bit too details but this question aims to understand the whole process. 
	Click or tap here to enter text.
	7.2.6 Where data is processed outside of the Research Establishment (e.g. data linkage or use of a trusted research environment), provide a data flow diagram and specify any data linkage requirements including the required data flows between the HFEA and the other organisations to be involved: (Please ensure each organisational boundary is clearly identified and where data is moving between organisations, those fields are also included)
	Click or tap here to enter text.
	7.2.7 Please provide information on how the data will be accessed, including encryption, password protection, multi-factor authentication 
	Click or tap here to enter text.
	7.2.8 Please specify whether users of the data will be permitted to access the dataset, from outside of the Research Establishment. If so, please provide details of the security arrangements in place (e.g. home-working policy):
	

	3.2.9 Please confirm details of expected data transfer methods for the prepared dataset.
	☐
	The HFEA standard secure data transfer file process.

	
	☐
	I require the HFEA to send the data file through another transfer system. 

Details of the secure data transfer system to be used: Click or tap here to enter text.
Reason for this system to be used: Click or tap here to enter text.

	7.3 Information governance management*

	(7.3.1) I certify that the individual(s) who will process the data is a/are bona fide worker(s) at the applicant’s organisation (Section 1).	
	☐
	(7.3.2) I certify that the individual(s) (including permanent, temporary and locums) who will process the data has/have been subject to personnel background checks and their employment contracts include compliance with organisational information governance standards.
	☐
	(7.3.3) I certify that information governance awareness and mandatory training procedures are in place and the individual(s) who will process the data is/are appropriately trained.
	☐
	(7.3.4) I certify that the data can be entrusted to the organisation, in the knowledge that the individual(s) processing the data will conscientiously discharge their obligations, including with regard to confidentiality of the data.
	☐
	(7.3.5) I certify that adequate breach notification arrangements are in place.
	☐
	(7.3.6) I certify that the data will only be used for the purposes described in this application and will thereafter be destroyed according to HFEA destruction requirements. 
	☐


8. Data Processor(s) acting under instruction
All files in this section are mandatory if a third party will act on the documented instructions of the controller to process the data. The formal definition of the ‘Data Processor’ can be found in the UK GDPR Article 4(8). A fully executed data processing agreement is required with each data processor. 
	8.1. Data Processor organisation

	8.1.1 Data processor name*:
	Click or tap here to enter text.
	8.1.2 Registered address*:
	Click or tap here to enter text.
	8.1.3 Address of premises where data will be accessed*: (if different than registered organisation address)
	Click or tap here to enter text.
	8.1.4 State the purpose(s) provided by the Chief Investigator to Data Processor for processing of the HFEA data. 
	Click or tap here to enter text.


	8.1.5 ICO registration (code and register organisation name):
	[Provide the organisation code and name (as registered)]
Click or tap here to enter text.

	8.1.6  ICO registration expiration date:
	Click or tap here to enter text.
	8.1.7 Name and contact details for your organisation’s Data Protection Officer:
	Click or tap here to enter text.
	8.2 Security assurance 
Demonstrate that your organisation has in place appropriate organisational physical and technical measures in place that protect the availability, usability, consistency, integrity and security of the data requested. (provide one or more of 7.3.1/7.3.2/7.3.3, and 7.3.4 is mandatory)*

	8.2.1 Data Security and Protection Toolkit (DSP Toolkit)
	Organisation code: 
Click or tap here to enter text.

Toolkit score:
Click or tap here to enter text.

Version completed: 
Click or tap here to enter text.


	8.2.2 ISO 27001
	(Enclose a copy of the certificate)
Certificate number: 
Click or tap here to enter text.

Issue date: 
Click or tap here to enter text.

Current expiry date: 
Click or tap here to enter text.


	8.2.3 Please provide a description of the security arrangements in place/computing facility, particularly with respect to de-personalised or patient identifiable information* 

	Click or tap here to enter text.


	8.2.4 Please provide information on the data access and data storage methods which will be used to host the HFEA dataset, including encryption, password protection, multi-factor, including access from outside the above premise if remote working is allowed. 
	Click or tap here to enter text.




9. Declaration
I certify that the information contained in this application form is true, correct and complete and understand that any misrepresentation may invalidate my application or lead to delay in access to the data.
I understand that where HFEA employees make intellectual, scientific and professional contributions for this project, their input will be acknowledged through co-authorship or by recognition as non-author contributor on all publications produced from the data.
I understand that any publications using HFEA data must acknowledge the HFEA and cite the Register Research Panel in accordance with HFEA citation directions.
I understand that the HFEA will charge a fee to cover the costs of assembling and providing the dataset for projects and may charge a fee to cover associated legal costs.
I understand that the HFEA may refuse an application because it does not have the capacity to complete the request (eg, the request will take longer than 10 working days to prepare and provide data, or the HFEA have already approved the maximum number of requests possible given available resources).
	Signature (typed signatures will not be accepted):
	

	Date:
	Click or tap here to enter text.


10. Supporting document checklist
The below includes a list on the documents which you may be requested to submit alongside your application form. Some of these documents are referred to/requested directly in the application form, however others are intended to evidence your descriptions within the application. The specific documents required will differ between projects depending on multiple factors such as linkage with external datasets and use of third party data cloud storage. The list below is not comprehensive but should give an indication of the type of documents the Panel may require when considering your application. For additional guidance on the required documentation please contact register.research@hfea.gov.uk.
For all applications:
Mandatory requirements:
  CV of Chief Investigator (max 2 pages)
  Data specification sheet
  REC approval letter – this can be provided after consideration of the project application by RRP, however the application for REC approval should be submitted prior to submission of this application form to the HFEA RRP.
  Data flow diagram – to describe how the HFEA data is processed, including how the data is managed from data transfer from HFEA up to data destruction and relationships between all people/organisations involved in processing the data.
If relevant: 
 A copy of ISO 27001 certificate or System Level Security Policy 
 Home working policy or relevant supporting document on data access from outside the Research Establishment 
 Password policy or relevant supporting document
 A copy of the 251 approval letter
 Letter from the Caldicott Guardian in the Research Establishment

Please tick the box(es) that applies:
 Project that involves linkage with external data
Mandatory requirements:
 Data flow diagram – including description of how data linkage will be managed and relevant annotations to describe how the HFEA data is processed, including how the data is managed from data transfer from HFEA up to data destruction and relationships between all people/organisations involved in processing the data.
 Information of the external data that will be linked to the HFEA data in Section 3.1.5 above and/or in a separate document - dataset name, level of identifiability of the data, data controller and list of variables in external dataset(s). This should contain list(s) of variables at each stage of data linkage including the list of variables in the final dataset the named researchers will have access to. The list can be included in additional tabs in the data specification sheet. 
If relevant: 
 Privacy notice or patient information leaflet if personal data are included in the external data, to demonstrate the data is collected lawfully by adhering the UK GDPR.

 Project that involves a third party (a person, public authority, agency or other body)
This includes any bodies which touch the data in any way, including a research collaborator in an organisation outside the named research establishment, and a third party providing data storage or other data services.
Mandatory requirements:
 Data flow diagram – including description of how data linkage will be managed and relevant annotations to describe how the HFEA data is processed, including how the data is managed from data transfer from HFEA up to data destruction and relationships between all people/organisations involved in processing the data.

If relevant:
  A copy of ISO 27001 certificate/SLSP to demonstrate data security of any third parties
  Fully executed data processing agreements/data sharing agreements from any third parties - this should align with UK GDPR (post Brexit) and with the requirement The Human Fertilisation and Embryology (Disclosure of Information for Research Purposes) Regulations 2010
  List of staff members accessing the HFEA dataset in the third party organisation
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